Summary Specification

BIL. SEBUTHARGA/QUOTATION REF.: UBD/Q/013/2026 (ICTC) - [G

TARIKH DIIKLANKAN : 21 April 2026 [Selasa
TARIKH TUTUP : 05 Mei 2026 [Selasa JAM: 2 Petang

DOCUMENT FEE : B$ 10.00

Important Note:

The Official PDF quotation/tender form will be send via email once UBD Official receipt issued and send to
vendors/supplier for confirmation of payment received.

Please take note that the document fee for each of the New and Extended quotations will be BND 10.00 each

Payment Information
Quotations/tenders are identified as follows:
[G] - Kerajaan (Government Account)

Please ensure payment is made to the correct account:
[G] — UNIVERSITI BRUNEI DARUSSALAM [KERAJAAN]

Payment details and account numbers are available under “Mode of Payment” on the UBD website

Note: Please ensure that you provide the correct details when making the payment.
Please email proof of the above payment to helpdesk.epay@ubd.edu.bn. , finance@ubd.edu.bn,
eprocurement.support@ubd.edu.bn

TITLE : "RENEWAL-FORTIGATE SUBSCRIPTION FOR ICTC, UNIVERSITI BRUNEI
DARUSSALAM"

No. Quantity SPECIFICATIONS

1 1 lot FC-10-F11E1-811-02-12

Renewal - Enterprise Protection(24x7) FortiCare plus IPS, Advance Malware
Protection, Application Control, Web Filtering, Antispam, Security Rating, Industrial
Security, FortiConverter SVC)

Serial Number: FG10E1TB20902596

Scope Of Work includes renewal and configuration work

- Vendor must ensure mininum downtime during the configuration
- Able to Configure/Modify/Troubleshoot firewall setting and
configuration as per require with no limited time

- Update firewall firmware to latest version

- Updating should not have interruption of operation

- 24x7 onsite support, 1 hours respond time

Scope of work upgrading the Firmware version

-Review the new release firmware version v7.6,4.

-Check hardware and software compatibility with the target firmware.
-Verify license status and support eligibility with the firewall vendor.
-Perform configuration backup (export running configuration)

-Backup current configuration, policies, NAT rules,and interface details.
-Confirm and rollback/contingency plan.

Scope of Work to Configure VPN

-Configure VPN Phase parameters (for IPsec)

-Define VPN authentication method

-Create appropriate firewall policies to allow VPN traffic

-Configure address objects/groups for remote and local networks.
-Setup user groups, portal access, and assign IP pools (for client VPN).
-Test VPN connectivity (ping, traceroute, port access)

-Confirm access to required internal resources.

-Simulate failover (HA Avaiable)

Please state Clearly of the following
1. Must state Unit Price for each item
2. Must state pricing for SOW

PRICE VALIDITY
Price validity must be valid at least 6 months

WARRANTY
Warranty duration must be at least one year (Twelve months)
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